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Introduction 

Securing business systems, especially SAP systems, is vital in today's dynamic technology environment. Essential to 

the operations of many companies, SAP systems safeguard valuable data and manage critical business processes. 

However, they are exposed to a constantly evolving threat landscape, making appropriate risk assessment and 

management essential for any security strategy. 

Having valuable information is vital for good control, monitoring the state of security, and preventing the delivery 

of privileges that may constitute risks. CentinelBox delivers this information in more than 100 reports, of which we 

have selected the most used and chosen by our clients.  



 Key points in SAP security Raising standards in SAP 
security! 

 

 
 

Contact: Hernán Montoya e-mail: admin@luoandmontya.com Phone: +61 403 286 968 Page: 2 de 11 

 

Information for Managers and Executives 

Understanding security concepts has never been so simple: with three reports, every executive or manager without 

needing to know SAP System security concepts will be able to identify if there are problems that need to be resolved: 

First report:

 

 

The first graph shows the gap between the number of transactions allocated and those used. This difference 

should not be more than 30%. 

The graph of user accounts with a critical profile shows the number of these assigned, which should be zero! 

The graph of assigned roles compared to those used should not present a gap greater than 30%. 

The graph of assigned SOD conflicts compared to those used can show a real problem due to the risks they entail 

and the undesired effect of the over-allocation of transactions shown in the first graph. 
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Second report:  

FAST CHECKLIST with 18 controls, in which the complexity of the technical terminology does not matter; only if 

there are values in red should you worry and ask for solutions! 

 

 

Third report:  

Comparative table of critical variables of system security management, in which the complexity of the technical 

terminology does not matter; only if there are values in red should you worry and ask for solutions! 
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Detection assigned and use of critical transactions. 

Using the drill-down options, you can navigate and detect the usage and assignment of critical transactions 

grouped by business process and functions. 
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Detection of assigned and use of SOD conflicting transactions. 

Using the drill-down options, you can navigate and detect the use and assignment of conflicting transactions by 

segregation of duties grouped by business process and functions. 
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Risk matrix with five components: 

✓ SOD risk matrix with 850 pre-loaded and configurable rules. 

✓ Configurable critical transaction risk matrix with the initial loading of BASIS functions. 

✓ Matrix of configurable critical profiles with 34 critical SAP standard profiles initial load. 

✓ A matrix of critical authorisation objects configurable with initial loading is the most sought-after by 

auditors. 

✓ A matrix of critical roles must be configured with the roles that must be monitored due to their 

transactions and access. 

The direct benefit is achieving an implementation period in very short periods to have information for effective 

control of the system's security. 

 

Detection of use of non-current role roles. 

Common operating errors and lack of user master adjustment processes leave roles assigned to users, allowing 

them to use them without problems. 

Detection of use of non-current role profiles. 

Common operating errors and lack of user master adjustment processes leave profiles assigned to users, allowing 

them to use them without problems. 

 

Sample report of a non-current role used: 
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Critical Authorizations Objects assigned 

The authorisation objects define them as critical for the functionality they provide to the users assigned to them, 

allowing them to perform tasks that should be carried out under control. 

The cases that are identified, using the drill-down options, you can navigate and detect their assignment to user 

accounts. 
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Y/Z transactions: inventory and definition of authority check 

The Y/Z transaction inventory and four elements of the most significant importance: 

1. Know precisely how many Y/Z transactions have been created in the system 

2. Know which ones are assigned 

3. Know which ones have been used 

4. And if your authority checks are defined in transaction SU24 (and therefore highly probable that they 

are not declared in the transaction) 
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Tools for improvement and remediation projects 

Five tools for highly automated and effective security improvement and remediation projects: 

1. Create a role with only the transactions used by an account 

CentinelBox extracts the information of transactions used and their respective authorisation objects from 

the user who has assigned roles and creates a new role. 

2. Create a role with only the transactions used in a role 

CentinelBox extracts the transaction information from a role by all the accounts assigned it and creates a 

new role with these transactions along with the respective authorisation objects. 

3. Segregate a role based on assigned transactions 

CentinelBox will create new roles based on segregation of duties conflicts identified in the transactions 

assigned to a role. 

4. Segregate a base role to the transactions used 

CentinelBox extracts information on transactions used in a role by all accounts assigned to it. It will create 

new roles based on segregation of duty conflicts identified in the transactions used in the role. 

5. Role modification 

Roles individually 

✓ Transactions 

✓ Authorization objects 

✓ Organizational levels 

Roles massively 

✓ Authorization objects 

✓ Organizational levels  
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Tools for role design and redesign projects 

Five tools for security improvement and remediation projects to create sustainable roles over time: 

1. Create roles based on functions 

CentinelBox, based on the transactions assigned to a function, creates new roles with their respective 

authorisation objects, which can be prepared and assigned values before sending them to SAP. 

2. Role derivation 

CentinelBox creates derived roles from simple roles. 

3. Create composite roles 

CentinelBox creates composite roles based on simple roles. 

4. Assign roles 

CentinelBox bulk assigns roles to user accounts. 

5. Unassign roles 

CentinelBox bulk reassigns roles to user accounts. 
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